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Definition:
An asset, system or part of thereof which is essential for the maintenance of vital
societal functions, health, safety, security, economic or social well-being of
people, and the disruption or destruction of which would have a significant
impact in a state as a result of the failure to maintain those functions.



Our national well-being relies upon secure and resilient critical infrastructure-
those assets, systems, and networks that underpin Ukrainian society. To achieve
this security and resilience, critical infrastructure partners must collectively
identify priorities, articulate clear goals, mitigate risk, measure progress, and
adapt based on feedback and the changing environment.

The community involved in managing risks to critical infrastructure is wide-
ranging, composed of partnerships among owners and operators; Federal, State,
local, tribal, and territorial governments; regional entities; non-profit
organizations; and academia. Managing the risks from significant threat and
hazards to physical and cyber critical infrastructure requires an integrated
approach across this diverse community to:

• identify, deter, detect, disrupt, and prepare for threats and hazards to the
Nation’s critical infrastructure;

• reduce vulnerabilities of critical assets, systems, and networks;
• mitigate the potential consequences to critical infrastructure of incidents or

adverse events that do occur.



The success of this integrated approach depends on leveraging the full
spectrum of capabilities, expertise, and experience across the critical
infrastructure community and associated stakeholders. This requires efficient
sharing of actionable and relevant information among partners to build
situational awareness and enable effective risk-informed decision making.

Within the context of the risk, policy, and operating environments, critical
infrastructure sector and cross-sector partnership structures provide a
framework to guide the collective efforts of partners. The national effort to
strengthen critical infrastructure security and resilience depends on the ability
of public and private critical infrastructure owners and operators to make risk-
informed decisions when allocating limited resources in both steady-state and
crisis operations.



Goals:
• assess and analyze threats to, vulnerabilities of, and consequences to critical

infrastructure to inform risk management activities;
• secure critical infrastructure against human, physical, and cyber threats

through sustainable efforts to reduce risk, while accounting for the costs and
benefits of security investments;

• enhance critical infrastructure resilience by minimizing the adverse
consequences of incidents through advance planning and mitigation efforts, and
employing effective responses to save lives and ensure the rapid recovery of
essential services;

• share actionable and relevant information across the critical infrastructure
community to build awareness and enable risk-informed decision making;

• promote learning and adaptation during and after exercises and incidents.







Main directions:

• reconstruction of linear part of pipelines with additional objects
• modernisation and reconstruction of compressor stations
• modernisation and reconstruction of telemechanics and

communication systems
• modernisation and reconstruction of underground gas storage facilities
• reconstruction and construction of gas metering stations (GMS).

Main trends are determined by the following:

• required repair of separate linear segments of pipelines;
• required updating mechanics and communication systems;
• expired operational time of gas compressor units on transit pipelines;
• adjustment of UGSF main equipment parameters to European

standards;
• adjustment of existing and new-built Ukrainian GMS to relevant

European standard.





Pipeline Divisions
The main constituent of Ukrtransgas AC gas transportation system is the network

of cross-country gas pipelines and gas pipeline taps, which makes up one
technological complex working in continuous mode.

Overall length of gas pipelines operated by the Company is 38,55 thousand
kmincluding 22,16 thousand km regional pipeline and 16,39 thousand km gas
pipeline taps. The number of gas distribution stations (GDS) has increased to
1455.

Repair and maintenance of regional pipelines, supervision over construction of
new and overhaul of existing gas pipelines are the function of 6 Regional Pipeline
Divisions (RPD) including 41 line production regional pipeline divisions and 9
production departments for underground gas storage.

Protection of underground lines of gas transportation objects against soil and
stray-current corrosion in gas transportation system of Ukrtransgas AC is made by
4658 cathodic protection units, 120 drainage protection units, 3084 protectors
which significantly contribute to longer operation life time.

For the purpose of timely detection and removal of possible defects in the gas
transportation system objects, increase of gas transportation reliability level, the
Company makes complex inspection of technological equipment condition: line
part of gas mains, gas distribution stations, compressor plants, power facility
automation and telemetry devices. Organization of such works is under
responsibility of Techdiagas science and production centre for technical inspection.
The state-of-art methods are used for diagnostics of GTS objects including in-pipe
magnetic flaw detection with intellectual plungers. Depending on in-pipe
diagnostics results, accident hazard defects are removed from the body of the pipes
of export gas pipelines using modern disruption-free technologies.



Compressor stations
The fleet of gas pumping-over units has 702 units including 448 gas turbine

driven units, 158 electrically driven units, 96 gas-engine compressors with total
capacity of 5440 MW. They are located at 72 compressor plants
including 108compressor shops.

To ensure reliable gas transportation, reconstruction of compressor plants is
undertaken by replacing gas pumping units whose service life is finished with
high-efficiency (36 %) engines having capacity of 6, 10, 16 or 25 MW.



Underground gas storage
Ukrtransgas AC has one of the most powerful underground gas storage

facilities (GSF) network in Europe. It is an integral technological constituent of
the Ukrainian gas transportation system.

Today the Company operates 12 underground gas storage facilities, two of
which are created on the basis of water bearing rocks and the rest – on the basis
of expired gas deposits. Total active volume of underground gas storages: 31
billion cubic meters.

The underground gas storage facilities of the Company are multifunctional, the
main functions being reliable, continuous and reasonable supply of natural gas
to consumers, reliable gas transit through the territory of Ukraine to the
countries of Europe, formation of long-term gas reserve for emergency cases.

The Company sells underground gas storage services both to gas suppliers and
consumers.



During the training, our specialists tested localization and liquidation of the
simulated emergency situations, which allegedly occurred as a result of
accidents on the specified pipeline. In particular, they simulated fire due to
the destruction of gas pipeline by excavation equipment, which caused fire
and gas leak into the atmosphere. Another «emergency simulated the
accident in the form of surfacing the main underwater part of the pipeline,
causing a leak of gas and gas condensate in the Dnieper River. Part of the gas
pipeline «floated» to the mark of minus 2 meters from the water surface,
causing collision and overturning of a fishing boat with the fishermen, who
have been in the water. The assignment for the training was to localize and
liquidate both emergencies, rescue people and restore gas transit through the
major gas pipeline.



Ecological  policy and activities  for
protection of energy networks from

natural disasters
Areas of the Company’s innovative and investment activities in ecological

and energy efficiency sphere include:
- ecologization of production sector of Ukraine’s oil and gas industry;
- gradual decrease of environmental impact from the oil and gas industry;
- introduction of energy-efficient and energy-saving technologies;
- use of dumped energy resources of production sector of Ukraine’s oil and

gas industry as an alternate source of energy.



The Ukraine energy system implements its reforms aimed to protect the
environment, ensure rational use of resources, and minimize human-
induced impact on the environment on the proper normative, technical,
and organizational levels.

Normative level

To create a proper normative basis for its environmental and resource-
saving activities the company Naftogaz of Ukraine has developed a number
of normative documents.

Directive of Naftogaz of Ukraine № 467 of 11.12.09 On the Approval of the
Action Plan to Carry Out Resolution of the Cabinet of Ministers of Ukraine
№ 1152-r of 19.08.09 ‘On the Approval of the Action Plan of Establishing
Cooperation between Ukraine and Japan on the Energy Efficiency Matters’.
Protocol № 193 of Resolution of the Board of Directors of Naftogaz of
Ukraine dated 16.10.2009 On the Approval of Procedure of the Auction Sale
of Emission Reduction Units Formed in the Course of Implementation of
Joint Projects.



• The Law of Ukraine On the Gas (Methane) from Coal Deposits.

• The Law of Ukraine On the Amendment of the Law of Ukraine ‘On Energy
Efficiency’.

• The Code of Ukraine on the interior of the Earth.

• The concept of development, modernization, and upgrade of the gas
transportation system of Ukraine for 2010-2015 (Directive of the Cabinet of
Ministers of Ukraine № 1417-r of 21.10.2009).

• The program of using energy for natural gas transportation needs.

• A sectoral energy efficiency program of the Ministry of Fuel and Energy for
2010-2014.

• A government specific-purpose economic program of energy efficiency for
2010-2015.

• A specific-purpose program of introduction of cogeneration technologies.



Technical level

To foster technical and technological modernization of objects of Ukraine’s oil
and gas industry, Naftogaz of Ukraine NJSC created a database of modern
technologies which uses information from a number of international centers for
proliferation of energy technologies, including CADDET, GREENTIE, IEA,
CREST, EREN, and others.



Priority projects in spheres of energy efficiency, energy saving, andalternate
sources of energy planned for implementation using resources of the Kyoto
Protocol, the Clean Technology Fund, and other environmental partnerships and
initiatives include:

- Modernization of Ukraine’s gas transportation system by replacing old gas
turbine drives of gas compressor units with modern equipment which has
coefficient of efficiency at least 36 %.
- Introduction of electric start of gas turbine units.

- Replacement of linear valves and piping valves of gas compressor stations to
prevent methane bursts.

- Reduction of methane bursts in ground gas transportation equipment and gas
supply and gasification systems by compacting valve rods and flange joints.



- Introduction of improved gas heaters and modern adjustment and control
systems feeding fuel gas to the natural gas heater burner at gas distribution
stations.
- Introduction of heat pumps to replace gas-consuming heat-generating
equipment at compressor and gas distribution stations.

- Construction of Berdychiv compressor station facility with electricity-driven
gas-compressor units.
- Fostering introduction of expansion turbine power plants at gas distribution
stations of Ukraine’s gas transportation system.

- Introduction of remote control system regulating technological processes in
main pipelines.
- Introduction of the system of modernization and repair of gas-turbine gas
compressors.

- Creation of the system and center for monitoring, search, and elimination of
greenhouse gas emissions using target examination and maintenance technology.

- Increase of current capacity of electricity-driven gas compressor units of
Ukraine’s gas transportation system using ‘night’ electricity rates.



Development of conception of defence of critical infrastructure
In official communication of European Commission COM/2006/786: «at a

refuse, incident or attack, can have considerable influence on a country, where
this event will take place, and also on at least one country-member EU».

In the directive of European Commission 2008/114/EC: «assets, systems or
their part located in the countries members of EU, that is needed for support
vitally of important social functions, health, safety, economic and social
prosperity of people, and destruction or elimination of that as a result of ability
to support to their function will have considerable influence in a country-
member EU.



Authentication of elements of critical infrastructure and estimation of risks

- it is taking into account of all types of threats;
- it is an estimation of risks for related to infrastructures .

State-private partnership is in the field of defence critical infrastructure.
Informative exchange

- it is the European informative network of warning (CIWIN);
- it is the Australian network from an exchange information (TISN).



On a way to the best understanding of conception critical infrastructure in Ukraine
the there are two state structures:

- the Single state system of civil defence Single state system of prevention and
reacting on emergencies (State Emergency Service of Ukraine);

The main tasks of the State Emergency Service of Ukraine (the SESU) are:
realization of state policy in sphere of civil protection, protection of civil people
and territories from emergencies, prevention of emergencies, elimination of
emergencies, rescue, firefighting, fire and labor safety, rescue and emergency
service management, and hydrometeorological activity, state control in keeping to
and order fulfillment of the law in spheres of fire and labour safety, protection of
civilian people, rescue and emergency service management.



- the Single state system of prevention, reacting and stopping of assassinations.
Subjects of fight against terrorism, coordinates – Antiterrоrism Centre Security
Service of Ukrainе
Being a specially authorized government body engaged in counterintelligence
activities, the SSU pursues the following objectives:
1) gathering, analytical processing, and utilization of information revealing signs
or facts of intelligence, terrorist or other activities of foreign special services or
other organizations, groups or individuals, detrimental to the national security
of Ukraine;
2) counteraction to intelligence, terrorist and other activities of foreign special
services, as well as organizations, separate groups and individuals, detrimental
to the national security of Ukraine;
3) development and implementation of measures aimed at preventing,
eliminating and neutralizing threats to the interests of the state, the society, and
citizens rights.



The activities for protection of energy networks from natural disasters
are:

an assistance of perfection of legislation is in a safety sphere, his
harmonizations are taking into account the best international standards and
withstand mechanisms of defence of critical infrastructure;

development of general methodology of estimation of risksis for objects critical
infrastructure in independence from the type of threats and accordingly to
responsible authoity;

perfection of organizational and legal bases of state-private partnership in the
sphere of safety;

organization and financing of interdisciplinary scientific researches.
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